Dealing with Email Harassment
Inform staff:
· Don’t read the email. The minute an employee recognizes an email as harassment they should stop reading it.
· Don’t engage. Employees should never respond to the harasser or engage with them in any way.
· Forward to the bookshop owner. Employees should forward any harassing emails to the bookshop owner who will read the email and determine the next steps.
· Save the email. The employee should create a folder on their computer and save the email as a backup or in the cloud. (Although the owner will have the forwarded email, authorities may want the original.)
Assess threat
The bookshop owner should read the email and assess the potential threat:
· Does the harasser identify themselves? (a harasser who does identify themself can sometimes be more of a concern than one who doesn’t.)
· Do you know who the harassing person or group is? Based on what you know about them, are they capable of violence? Are they local?
· Is there an explicit threat being made?
· Does the harasser know personal details about the employee, the store, or either’s locations?
· Is the harassment escalating in volume or intensity, or crossing over onto other platforms?
Contact authorities
· If the answer to any of the above is a yes, contact the police. If you’re uncertain about whether the harassment rises to the level of a threat, contact the police and let them help you to determine that.
○ Police: contact your Iocal police (non-emergency number)
· Additional safety steps will need to be taken if there is a threat. These may include hiring security, filing a restraining order, and/or other actions. Consult with the police as well as with a solicitor or security company, as required.
· Not everyone is comfortable with contacting the police, for various reasons. Be mindful of that when it comes to your staff. For safety and liability reasons contacting the police may still be necessary. Communicate with your staff about this and note their concerns. Where possible, interact with the police via online reporting tools or phone, or go to the police station itself. For some staff, a police presence in the store may be a concern.
· Contact the BA: meryl.halls@booksellers.org.uk The BA will record all reported incidences of harassment and will aim to:
· Warn other bookshops about potential   harassment
○ Connect bookshops that are being harassed by the same people or groups

Document the harassment
· Log all harassment. Note the date, time, sender, type of communication (email, DM, etc.), and the nature of the harassment.
· Screenshot and/or archive or save the email in a folder. (This is in addition to the employee saving the original email in a folder on their computer or in the cloud.)
· Print three copies of the message. (The police may require hard copies.)
· Report the abusive email or message to the host platform.
1 Google, for example
· Set up filters in your bookshop email service that will direct abusive emails into a dummy email account. Your employees won’t have to see new harassing emails from the sender, but you’ll be able to monitor the account for persistent or escalating harassment.
1 Filtering Services on Gmail, for example
Send a cease and desist
Most of the time the advice is to not engage with harassers; however, when there is a threat, there may be legal reasons to send a cease and desist. Consult the police or a solicitor for guidance. If you decide to proceed with a cease and desist, you should:
· Send a short, clear, firm request from the recipient’s email for the abuser to cease and desist.
· Save the evidence that this request was sent.
· If you prefer, have a solicitor send the email.
Check in with staff
· Recognize that staff who receive harassment emails may be affected or even triggered.
· Check in with staff about any support they may need.
· Remind staff about the Retail Trust’s wellbeing services: https://www.retailtrust.org.uk/ 
· Communicate with everyone on your team. Keep them informed and remind them to be alert and cautious at and around the store, and to let you know about any concerns they may have.
Take care
· Recognize that harassment emails can be upsetting and triggering for you as well.
· Check in with friends and family for support
· Contact the Retail Trust: https://www.retailtrust.org.uk/ 
           
Be proactive
· Train all staff on this procedure when they are hired and annually thereafter.
· Have the following contacts on speed dial:
· The police
○ Your solicitor
· Neighbouring businesses
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